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Abstract—Control-Flow Integrity (CFI) mitigates
code-reuse attacks by restricting indirect control-
flow transfers to a predetermined set of valid tar-
gets. While prior work has demonstrated that finer-
grained, dynamic policies can provide stronger se-
curity guarantees, enforcing such policies typically
incurs substantial performance overhead. Recent
approaches have explored offloading security checks
to parallel monitors as a means to reduce this cost.
In particular, Software-Driven Logging (SDL), en-
abled by processor extensions such as Intel Proces-
sor Trace (PT), has shown promise for secure and
efficient offloading of CFI enforcement to a sepa-
rate monitor process. However, existing SDL-based
solutions are limited to conventional, statically-
derived CFI policies (e.g., LLVM-CFI) and only
marginally improve their performance.

We present StreamCFI, an SDL-based frame-
work that efficiently enforces dynamic CFI through
a hybrid approach combining type-based and per-
input policies. StreamCF1I is built for x86-64 and
leverages Intel PT along with the PTWRITE
instruction to capture run-time metadata, in-
troducing several novel optimizations to mini-
mize logging overhead. Our evaluation on SPEC
CPU2017 benchmarks shows that StreamCFI re-
duces geometric-mean overhead from 26.67% to
8.63% compared to the state-of-the-art per-input
CFI solution, while reducing code-size overhead
by 5x. Notably, StreamCFI makes dynamic CFI
practical for deployment on commodity hardware,
remaining reasonably close to LLVM-CFI’s 3.45%
geometric-mean overhead while providing stronger
security by reducing the set of allowed targets at
run time.

1. Introduction

Memory-unsafe languages, such as C and C++,
are ubiquitous in performance-critical systems despite
their inherent susceptibility to memory errors [1], [2].
These errors, including buffer overflows and use-after-
free vulnerabilities, enable attackers to corrupt code
pointers, such as function pointers and virtual ta-
ble pointers, and thereby manipulate program con-
trol flow. Although defenses like Data Execution Pre-
vention (DEP) and WX policies [3], [4] have cur-
tailed direct code injection, adversaries have transi-
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tioned to code-reuse attacks such as return-oriented
programming (ROP) [5], [6], jump-oriented program-
ming (JOP) [7], [8], and counterfeit object-oriented
programming (COOP) [9]-[11]. These sophisticated
attacks not only bypass traditional defenses like stack
canaries [12] and address space layout randomization
(ASLR) [13], but also exploit subtle info leaks [14] and
even speculative execution vulnerabilities [15]—-[17].

To counter such threats, Control-Flow Integrity
(CFI) solutions seek to ensure that a program’s ex-
ecution adheres to a predetermined (static) control-
flow graph (CFG) [18], [19]. Early CFI implementa-
tions used very coarse-grained strategies, placing all
address-taken functions into a single equivalence class.
While efficient, this approach left significant room for
exploitation [20], [21]. Subsequent techniques, such
as type-based CFI (e.g., LLVM-CFI) [22], [23], im-
proved precision by grouping functions by signature.
Nonetheless, type-based CFI solutions still suffer from
static analysis overapproximations, allowing attackers
to target any function sharing the same type [24].

To provide stronger security guarantees, dynamic
CFI techniques incorporate additional runtime context
(e.g., call-site history, pointer origin, etc.) to nar-
row the set of legitimate targets [25]-[28]. A notable
example is wCFI [29], which introduces a per-input
CFI policy labeling indirect call targets as initially
unreachable and thus inactive at program startup.
These targets are dynamically activated during execu-
tion when a function address is assigned to a function
pointer. While this approach significantly reduces the
attack surface (i.e., to the activated targets), it also
relies on complex sandboxing and extensive inline in-
strumentation, with nontrivial performance overhead.

To mitigate the performance overhead of inline
CFI enforcement, researchers have proposed decou-
pled mechanisms that offload security checks from
the application to an external monitor or special-
ized hardware. Hardware-assisted solutions [30]—[32]
enable efficient and secure enforcement, but their re-
liance on custom hardware support limits practicality
and widespread deployment. In response, several ef-
forts [33]-[36] have leveraged existing hardware trac-
ing features, such as Intel Processor Trace (Processor
Trace) [37], to implement CFI with lower overhead
on commodity systems. Among these, some [33], [38]
rely on execution tracing to offload static CFI checks,
but cannot support additional run-time context re-
quired by more precise, dynamic CFI policies. In con-



trast, SIDECAR [36] adopts Software-Driven Logging
(SDL), enabling applications to selectively emit com-
pact, security-relevant metadata at run time. This
approach has proven effective in reducing the overhead
of high-cost CFI checks, but prior work has focused
exclusively on static policies. Whether SDL can be
extended to support dynamic CFI enforcement, such
as the per-input policy proposed in 7CFI [29], remains
an open question. This paper addresses that gap.

In this paper, we present STREAMCFI, a frame-
work that combines per-input CFI with classic type-
based CFI and offloads enforcement to an exter-
nal monitor using selective SDL-based instrumenta-
tion. STREAMCFT targets a best-of-both-worlds de-
sign point, marrying the strong security of dynamic
CFI with the low overhead and improved isolation of
decoupled enforcement on commodity hardware.

For this purpose, STREAMCEFT builds on the SIDE-
CAR framework and leverages Intel PT’s PTWRITE
instruction to log security-relevant events efficiently.
It selectively emits metadata for both function pointer
assignments and indirect function calls, enabling fine-
grained policy enforcement without inline checks or
complex sandboxing, as required by wCFI [29]. By
offloading enforcement to a parallel monitor, STREAM-
CFI ensures that a target function is invoked only
if its activation has been previously recorded. This
enables adaptive enforcement based on dynamic con-
text while keeping run-time logging lightweight. To
further reduce overhead, we introduce several novel
optimization techniques that minimize the volume
and frequency of PTWRITE operations. Specifically, we
compress each log entry from 64 to 32 bits by using
the instruction’s short encoding format and exploit
an underutilized feature of PTWRITE that triggers the
emission of Follow-Up Packets (FUPs), allowing ad-
ditional metadata to be transmitted without extra
PTWRITE instructions.

Our evaluation shows that STREAMCFI reduces
geometric-mean overhead from 26.67% to 8.63% com-
pared to wCFI on the SPEC CPU2017 integer bench-
marks, and it reduces code-size overhead by 5x.
STREAMCFT also remains close to the state-of-the-
art CFI implementation in LLVM (LLVM-CFT), which
incurs 3.45% geometric-mean overhead, while reducing
the set of allowed targets at run time. Finally, our
evaluation on the RIPE64 [39] benchmark suite con-
firms that STREAMCFT reliably detects attacks using
function pointers without introducing false positives.

Contributions. We make the following contributions:

e We design a fully decoupled, dynamic CFI mech-
anism that combines a per-input target activation
policy with type-based checks. Our design relies on
SDL to enforce forward-edge CFI, improving isola-
tion and reducing the attack surface compared to
pure type-based approaches.

o We develop an LLVM instrumentation pass in the
SIDECAR framework to detect function pointer as-
signments, extract metadata, and insert instrumen-
tation to efficiently log function activation events at
assignments and invocation events at indirect calls

via SDL.

e We introduce optimizations to compactly encode
CFI metadata in SDL logs, reducing bus load
with the 32-bit short encoding format of PTWRITE
instructions and transferring additional metadata
with the FUP packet capabilities of Intel PT.

e We implement STREAMCFI on x86-64 (validated
with RIPE64), evaluate its performance on SPEC
CPU2017, and compare it against 7CFI and LLVM-
CFL

2. Background and Motivation

2.1. Control-Flow Integrity

Control-Flow Integrity (CFI), first introduced by
Abadi et al. [18], is a security mechanism that ensures
a program’s run-time control transfers adhere strictly
to a statically derived control-flow graph (CFG). This
prevents adversaries from redirecting control flow to
arbitrary locations (and code gadgets), even if they
are able to corrupt function pointers in memory.
For example, consider the code snippet in Listing 1,
where the global variable fdevents (line 6) holds
the function pointer event set. Depending on the
configuration of the Lighttpd server, this pointer may
be assigned either fdevent poll event set() or
fdevent select event set(), both of which are
potential call targets at line 32. CFI mechanisms in-
strument the program to constrain the possible targets
of such indirect calls, ensuring that the jump at line
32 can only transfer control to valid, pre-identified
functions.

Over the years, numerous CFI techniques have
been proposed [40], each enforcing different levels of
strictness and incurring various trade-offs. In this pa-
per, we categorize these techniques into two broad
classes: (i) approaches based on purely static policies,
and (ii) dynamic approaches that impose stricter en-
forcement based on run-time program behavior.

CFI with Static Policies. Static CFI tech-
niques [20]-[22], [41]—-[43] derive a program’s CFG, and
the corresponding enforcement policy, either through
static analysis or at compile time. Coarse-grained ap-
proaches [20], [21] enforce broad policies that permit
any function whose address is taken to serve as a valid
target for all indirect control transfers. In the example
from Listing 1, this means the indirect call at line 32
would be allowed to target any address-taken (AT)
function. In contrast, fine-grained techniques [22], [42]
aim to reconstruct and enforce a more precise CFG by
analyzing control-flow relationships more thoroughly.
For instance, the CFI implementation in the Clang
compiler toolchain [44] groups functions into equiva-
lence classes (ECs) based on their signatures (type-
based CFT). Indirect calls are then allowed only to
targets within the same EC. Returning to our ex-
ample, the indirect call in line 32 would be permit-
ted to jump only to fdevent poll event set()
or fdevent select event set(), since both share
the same signature and thus belong to the same EC.
Clang’s CFI offers the additional advantages of sup-



1 /* fdevents structure uses function pointer to support
different event handlers in lighttpd */
2 struct fdevents {
int (*event _set)(struct fdevents *ev, fdnode *fdn,
int events);

w

};
typedef struct fdevents fdevents;

/* Possible values for event_set */

static int fdevent_poll_event_set(fdevents *ev, fdnode
*fdn, int events);

10 static int fdevent_select_event_set(fdevents *ev, fdnode

*fdn, int events);
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11
12 /* Value of event handler function determined by
server.event-handler configuration option */

13 fdevents *fdevent_init(const char *event_handler, ...)
14 o

15 ce.

16 int type = fdevent_config(&event_handler, errh);

17 switch(type) {

18 case FDEVENT_HANDLER_POLL:

19 ev—event set = fdevent poll event_set;
20 break;

21 case FDEVENT_HANDLER_SELECT:

22 ev—event set = fdevent select event set;
23 break;

24 }

25

26}

27
28 /* Event handler function pointer is used here */

29 static void fdevent_fdnode_event_setter(fdevents *ev, ...) {
30
31
32 if (0 == ev—event _set(ev, fdn,
events) /* Indirect call */
33 || fdevent_fdnode_event_setter_retry(ev, fdn,
events))
34 {
35 fdn->events = events;
36 }
37 }

Listing 1: A Motivating Example from Lighttpd

porting dynamically shared objects (i.e., libraries) and
introducing minimal performance overhead.

CFI with Dynamic Policies. While static CFI poli-
cies can be effective, they are often overly permissive
in practice. Prior research has demonstrated that such
policies can be circumvented by sophisticated control-
flow attacks [10], [11]. To address these limitations,
CFI mechanisms have evolved to incorporate run-
time execution state in order to further restrict valid
indirect control-flow targets. Early dynamic CFT solu-
tions [45], [46] refined equivalence classes (ECs) using
the calling context at each indirect call site, while
subsequent approaches [25], [28], [47] combined points-
to analysis with dynamic context to increase precision.

Despite their increased strictness, these techniques
introduce complexity in both design and implementa-
tion, which can lead to practical challenges. As shown
in [48], such complexity may cause false positives,
where legitimate targets are incorrectly blocked, com-
patibility issues with complex applications, and even
an expanded attack surface due to the added instru-
mentation code.

A prominent example of a dynamic CFI imple-
mentation is wCFI [29], which enforces a per-input
CF1I policy to exclude function pointers that are never

instantiated at run time from the set of allowable
targets. In Listing 1, for instance, only one assign-
ment in fdevent init() executes, depending on
server configuration, thus activating only one target
function. Consequently, if line 19 executes, the in-
direct call at line 32 will only be permitted to call
fdevent poll event set(). wCFI achieves this by
dynamically activating targets upon first assignment
(e.g., in line 19). Nonetheless, while this leads to more
precise and correct ECs, adjusting them safely at run
time requires pervasive inline instrumentation to op-
erate software-fault isolation (SFI), which introduces
complexity and nontrivial performance overhead.

2.2. Offloading Security Checks

While strong CFI policies offer substantial security
benefits, they often impose increased run-time over-
head due to additional instrumentation. To reduce this
overhead, and particularly the latency introduced by
the added instrumentation, prior work [31], [32], [49]
has explored offloading expensive security checks to
external monitors running in parallel with the appli-
cation, either on spare cores or specialized hardware.

Focusing specifically on CFI, two classes of ap-
proaches avoid the need for new hardware by lever-
aging existing processor features originally designed
for debugging and tracing: FEzecution tracing and
Software-Driven Logging (SDL).

Execution tracing, supported by Intel Processor
Trace [37] (PT) and Arm CoreSight [50], has been used
by prior work [33], [38] to offload CFT enforcement.
These mechanisms capture fine-grained control-flow
data with minimal impact on performance by logging
it to OS-managed memory buffers. Monitors decode
these traces in real time to reconstruct execution
paths and apply CFI checks. However, due to the high
volume of data produced, these approaches typically
require either hardware accelerators or multiple decod-
ing threads, increasing resource usage.

SDL, as introduced in SIDECAR [36], takes a dif-
ferent approach by explicitly logging only security-
relevant metadata via enhanced debug features such
as the System Trace Macrocell (STM) on Arm and
the PTWRITE instruction on Intel processors. Applica-
tions are lightly instrumented to transmit this meta-
data securely to the processor, which then routes it
to kernel-managed buffers accessible by the monitor.
Although SIDECAR still requires instrumentation, it
is lightweight and selective, producing substantially
less data than execution tracing. This enables more
efficient parallel monitoring with lower overhead and
reduced resource demands.

2.3. Offloading Dynamic CFI with SDL

Dynamic CFI mechanisms, such as wCFI [29],
enforce stricter and more context-sensitive security
policies, but incur increased run-time overhead. We
observe that software-driven logging (SDL), is partic-
ularly well-suited for accelerating the expensive inline
operations, required by such schemes. Although ad-
ditional metadata, such as the activation of function
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Figure 1: STREAMCFI architecture, extending SIDECFI (base components shown in gray) over SIDECAR.
StreamCF1 additions for per-input CFI (highlighted in yellow in the diagram) include its dedicated compiler
pass, ACTIVATE messages, and an enhanced monitor. The monitor uses a unified hash table for activation status
and type information, enabling a combined per-input and type-based CFI policy.

pointers in wCFI, must be transmitted to the mon-
itor, these updates can be processed asynchronously
and in parallel, without introducing latency on the
application’s execution path. Crucially, offloading this
logic to the monitor eliminates the need for SFI on
the application side, enabling a simpler and more
efficient design. As a result, SDL provides an effective
and practical foundation for enforcing high-precision,
dynamic CFI policies with reduced overhead.

3. Threat Model

We consider an adversary exploiting memory vul-
nerabilities, such as buffer overflows and use-after-free
errors, to hijack the control flow of user-space C/C++
applications. Our focus is on securing forward-edge
control-flow transfers (i.e., indirect function calls)
through dynamic Control-Flow Integrity (CFI) en-
forcement. We assume that backward-edge transfers
(e.g., function returns) are protected by mechanisms
like shadow stacks or hardware-assisted features such
as Intel’s Control-flow Enforcement Technology (CET)
[51], which provide robust return address protection.

The system operates on an x86 platform with
standard security measures, including non-executable
memory (enforcing a W"X policy), Address Space
Layout Randomization (ASLR) [13], and stack-
smashing protection. These defenses are complemen-
tary to our approach. We also assume that the hard-
ware supports Intel Processor Trace (PT) and specifi-
cally the PTWRITE instruction. Furthermore, the oper-
ating system is assumed to protect these trace streams
from tampering, ensuring the integrity of the logged
data. While the adversary may have capabilities such
as arbitrary memory reads and writes, we assume they
cannot compromise the hardware or the operating
system.

4. StreamCF1I

STREAMCFT is a decoupled CFI enforcement solu-
tion that enhances a type-based policy with per-input
checks, resulting in a dynamic CFI policy with low
runtime overhead. As depicted in Figure 1, STREAM-
CFT’s design revolves around three key components:
(i) an application analyzed and instrumented by a

compiler pass, (ii) a privileged driver for secure com-
munication, and (iii) a dedicated monitor. The com-
piler instrumentation emits lightweight SDL messages
for security-relevant events: ACT messages (Figure 1)
signal function pointer activations when function ad-
dresses are taken, while CHK messages request the mon-
itor to verify both activation status and type compat-
ibility at indirect call sites. The instrumentation relies
on the PTWRITE instruction to efficiently emit these
messages and stream them to the monitor for CFI pol-
icy enforcement. Building on the SIDECAR platform,
STREAMCFT implements an efficient (asynchronous)
enforcement model. Upon detecting a policy violation,
the monitor promptly halts the application (the ‘halt’
signal in Figure 1) to prevent further malicious activ-
ity.

For the sake of simplicity, the following sections
first detail a baseline design for STREAMCFT’s com-
ponents. Later, we describe key optimizations—such
as backpatching instrumentation for activated targets
and efficient message encoding—that further reduce
the performance impact and make STREAMCFI a
practical solution for robust, dynamic CFI.

4.1. Driver

The STREAMCFT driver provides a dynamic CFI
run-time service to applications. Any application wish-
ing to use it must first issue an initialization (init) re-
quest to the driver, which activates tracing in the hard-
ware for the cores running the application’s threads.
The driver is also responsible for setting up the com-
munication channel between the application and the
monitor. Specifically, it allocates a ring buffer in the
kernel for each processor core. These buffers are then
used by the hardware to log SDL messages. Each
buffer is memory-mapped into the monitor’s address
space, enabling direct access to logged messages. The
driver also tracks dynamic library loading and un-
loading events, in order to store metadata such as
the library path and base address, accessible via the
library’s handle.

The driver is policy-agnostic, i.e., it is unaware of
the specific CFI policy or SDL message semantics. Its
role is to facilitate reliable communication and pre-
vent message loss, including slowing down application



threads when buffers are near capacity. In addition,
the driver handles privileged operations on behalf of
the monitor, such as terminating (halting) the appli-
cation upon a violation.

4.2. Compiler Pass

STREAMCFT’s compiler pass instruments the pro-
gram to emit SDL messages in response to security-
sensitive operations. These messages are processed by
the monitor to enforce CFI policies. Below, we describe
the program operations that are instrumented and the
type of message used for each operation.

Indirect Function Calls. Indirect function calls
are the primary targets for (forward-edge) CFI en-
forcement. STREAMCFI instruments each indirect call
site, such as the one shown at line 32 of Listing 1,
to emit a CHECK(typeID, addr) message. This mes-
sage encodes both the dynamic address of the in-
direct call target (addr) and a unique, static iden-
tifier (typeID) representing the expected function
type. For instance, the call at line 32 has the sig-
nature int (fdevents *, fdnode *, int), which de-
termines its typeID. The message is emitted right
before the indirect call executes.

C++ Virtual Calls. C++ virtual calls represent
a common class of indirect calls where the actual
target is resolved based on the run-time type of an
object. These calls are typically dispatched via virtual
tables (vTables), which store function pointers cor-
responding to virtual methods. Each object contains
a vtable pointer (vptr), which the compiler uses to
resolve the function at a fixed offset. Similar to other
indirect calls, STREAMCFIT instruments virtual calls
by emitting a CHECK(typeID, addr) message. addr
corresponds to the value of the vptr being loaded,
while typeID is derived from the object’s static class
type. This is sufficient to validate the subsequent call
target.

Activation of Function Pointers. STREAMCFI
tracks function pointer activation dynamically, assum-
ing that the program computes a usable pointer, such
as at lines 19 and 22 of Listing 1, before the function
can be invoked via an indirect call. Every time a
function address is copied or loaded into a variable,
STREAMCFT emits an ACTIVATE (addr) message. This
message informs the monitor that the function at
address addr is now a valid target for future indirect
calls. In our example, the function pointers are as-
signed to ev->event set within the body of function.
However, assignments can also occur during the initial-
ization of global variables. For each function pointer
initialized globally, STREAMCFTI emits a correspond-
ing ACTIVATE message at load time. This ensures that
all such global function pointers are activated before
the application begins execution. Note that, although
function addresses are symbolic during compilation,
they resolve to constant values in the final binary after
linking. These addresses may also be adjusted at load
time by the operating system’s loader.

Activation of C++ vTables. STREAMCFI enforces
the security of virtual calls by checking that the vtable
being used is correct. To this end, STREAMCFT also
tracks vtable activation. During object construction,
STREAMCFT instruments class constructors to emit an
ACTIVATE (addr) message, where addr is the address
of the corresponding vtable. This message enables
the monitor to validate subsequent virtual calls by
ensuring that only methods from activated vTables are
considered valid targets. This strategy ties call validity
directly to the instantiation of objects, preserving both
precision and compatibility with polymorphic behav-
ior.

Dynamic Library Events. STREAMCFI monitors
dynamic library loading and unloading events to en-
sure that indirect control transfers to and from shared
libraries are handled securely at run time. In UNIX-
like systems, libraries are managed through the follow-
ing standard interfaces:

void *handle = dlopen(const char* path, int mode);
int r = dlclose(void *handle);

STREAMCFT intercepts these interfaces and aug-
ments their behavior by emitting dedicated messages
to the monitor:

o DLOPEN (handle): Informs the monitor that a new li-
brary, identified by its handle, has been loaded into
the process’s address space. The monitor can then
use this handle to retrieve further details about the
library (such as its path and base load address) from
the driver.

o DLCLOSE (handle): Signals that a library previously
loaded with dlopen() has been unloaded. This en-
ables the monitor to invalidate and clean up asso-
ciated metadata, ensuring that functions from the
unloaded library can no longer be used as valid
targets for indirect calls.

By tracking these dynamic events, STREAMCEFTI
maintains precise and up-to-date control over valid call
targets across the application’s full execution lifecycle,
even in highly modular or plugin-based software.

CFI Metadata — typemap. STREAMCFI’s compiler
pass generates a typemap file for each output binary,
whether an application or a library, containing the
static metadata required by the monitor to enforce
the CFI policy. This metadata includes the set of
all functions that may serve as indirect call targets,
along with their corresponding typeIDs. It also records
the symbols of all class vTables that may be used
in virtual calls, each annotated with its own typeID.
Prior to stripping symbol information from the final
binary, STREAMCFI replaces symbol references in the
typemap with their relative offsets within the binary’s
image. This transformation ensures that the monitor
can resolve targets efficiently at load time, without
relying on external debug symbols.

4.3. Monitor

The STREAMCFI monitor is a user-space pro-
cess responsible for enforcing the CFI policy at run



time. Upon initialization, it registers with the ker-
nel driver and remains idle until an application re-
quests STREAMCFT’s services. When such a request
occurs, the driver notifies the monitor and maps the
corresponding ring buffer and associated metadata
(e.g., the pointer to the last written location from
the processor) into the monitor’s address space. In
response, the monitor receives information about the
main application binary and its libraries. It then loads
the associated typemap file for the application and
(if available) its libraries. To compute absolute ad-
dresses, the monitor combines these offsets with the
base load addresses of the binaries, which are supplied
by the driver. This process yields the actual memory
addresses of all control-flow targets, which are stored
in a lookup table. Each entry in the table includes the
target’s typeID and an activation status flag.

Once initialized, the monitor begins processing
messages from the ring buffer. Messages are decoded
and used to update or check the monitor’s internal
state. Specifically, the following actions are performed
for each message type:

o CHECK (typeID, addr): The monitor validates addr
against its lookup table. An application halt
is triggered via the driver if addr is un-
known/nonactivated or its stored typeID mis-
matches the received typeID.

e ACTIVATE(addr): The monitor locates the matching
entry in the lookup table and marks it as active.

o DLOPEN(handle): Upon receiving a library’s
handle, the monitor queries the driver to retrieve
the library’s path and base load address. Using the
path, it attempts to load the library’s typemap. If
successful (indicating a STREAMCF I-instrumented
library), the monitor computes absolute target
addresses from the typemap offsets and the base
address, populates its lookup table with these
targets (address, typelD, initial activation status),
and associates them with the handle. If no typemap
is found, the library is considered uninstrumented;
the monitor records its address range (obtained via
the driver) and exempts control transfers involving
this range from CFI checks to ensure compatibility.

e DLCLOSE (handle): The monitor uses the handle to
identify all target entries in its lookup table that
were associated with the library being unloaded.
These entries are then invalidated or removed, en-
suring that functions from the unloaded library are
no longer considered valid targets for future indirect
calls.

4.4. Optimizations

Eliminate Redundant Activations. Previous work
on inline per-input CFI policies [29] has shown that
repeatedly activating the same targets, such as when
new objects of a class are instantiated, can incur
unnecessary overhead. To eliminate this redundancy,
STREAMCFI employs a backpatching optimization
that disables further activations for targets that have
already been logged. Specifically, once the monitor
processes an ACTIVATE message for a given target, it
instructs the system to overwrite the corresponding

instrumentation site with no-operation (NOP) instruc-
tions, preventing future redundant activations.

To support this optimization, we extend the
ACTIVATE message format to include the current pro-
gram counter (i.e., ACTIVATE(addr, pc)). Upon re-
ceiving such a message, the monitor additionally issues
a backpatch request to the driver, providing the as-
sociated program counter (pc). The driver, operating
with kernel privileges, safely rewrites the instrumented
ACTIVATE instructions at the specified location with
NOPs.

This optimization is both efficient and secure: since
the driver is trusted and executes within the kernel,
it can modify the application’s memory without vio-
lating W*X (write XOR execute) memory protection
policies or relying on software fault isolation (SFI). As
a result, backpatching reduces both message volume
and run-time overhead without compromising enforce-
ment precision. To ensure code rewriting is atomic
with respect to application execution, we temporarily
pause the application during the backpatching process.

Static Global Activations. By default, STREAM-
CFT activates all targets used in the initialization of
global variables at startup. This can be costly for
short-lived applications or for those with many global
function pointers and can result in significant bus
contention at startup. As an optimization, we treat
such assignments as static events known at compile
time. The targets are collected during compilation and
stored in the typemap of the binary. When the monitor
reads the metadata, it proceeds to update its lookup
table by marking the corresponding targets as acti-
vated. The instrumentation pass is also updated and
stops injecting ACTIVATE messages for these targets.

Payload Reduction. While PTWRITE can support 64-
bit payloads for encoding full target addresses and
type IDs, such lengthy payloads result in significant
bus contention. As an optimization, STREAMCEFT re-
duces this overhead by compressing ACTIVATE and
CHECK message payloads to 32 bits. Less frequent mes-
sages, such as those for dynamic library events, retain
larger payloads.

The 32-bit message format uses the top bit as
an opcode (i.e., to distinguish between ACTIVATE and
CHECK messages) and the remaining 31 bits to encode
the target address. To guarantee that 31 bits are
sufficient to encode any function address, we pre-link
the application binary and all libraries within the first
2GB of the address space. This strategy ensures that
target addresses fit safely within 31 bits without the
need for lossy encoding. We use 1ibshrink [52] to pre-
link all binaries and libraries, enabling the monitor
to reliably perform address matching without runtime
address translation.

For CHECK messages, the type ID is omitted from
the payload. Instead, each instrumented indirect call
site is associated at compile time with its expected
function pointer type ID. At runtime, a mechanism
(see Section 5) enables the monitor to recover the
correct type ID for each PTWRITE, allowing full CFI



validation without transmitting the type ID in every
message.

5. Implementation

We implemented STREAMCFT for Linux Intel x86-
64 processors supporting Intel Processor Trace (PT)
with the PTWRITE instruction (SDL support). We built
our prototype on top of the SIDECAR framework [36],
which also provides a static CFI policy tool, named
SIDECFT.

Compiler Pass. We implemented a new compiler
pass (~600 LoC) for the LLVM 12.0.1 toolchain that
identifies address-taken function pointers and inserts
instrumentation to emit ACTIVATE messages. We ex-
tend the existing SIDECFI pass to handle CHECK mes-
sages, generate the typemap file, and manage dlopen
events. Our optimizations rely on Intel PT’s Follow-Up
Packet (FUP) feature, which records the instruction
pointer (IP) of specific events in the processor’s trace.
By enabling FUPonPTW, the driver configures PT to
emit a FUP after each PTWRITE, allowing the monitor
to recover the precise address of the instrumentation
site that generated an SDL message.

This capability enables two key optimizations.
First, for payload reduction, the compiler emits a
nopl instruction encoding the type ID immediately
after each PTWRITE for a CHECK message; at runtime,
the monitor uses the FUP to locate the matching
nopl instruction and extract the type ID, eliminating
the need to transmit the ID in the message. Second,
for backpatching, the monitor uses the FUP from an
ACTIVATE message to identify and request the driver
to NOP out the corresponding PTWRITE, eliminating
redundant activations.

Driver. We extended the SIDECAR driver (~200 LoC)
to support STREAMCFT’s optimizations. Above all, we
enabled Intel PT’s FUPonPTW (FUP on PTWRITE)
capability for traced applications, as this is essential
for the monitor to efficiently locate instrumentation
sites.

For the backpatching optimization, we also im-
plemented support for a new ioctl call. When the
monitor requests a backpatch at a specific program
counter (obtained via FUP, as enabled by the com-
piler’s instrumentation strategy), the driver suspends
the target application, temporarily marks the relevant
code page as writable, replaces the PTWRITE instruc-
tion with NOPs, and restores original page protec-
tions.

Monitor. We extended the SIDECFI monitor
(4 ~600 LoC) to support STREAMCFT’s dynamic CFI
policy. Our implementation processes ACTIVATE mes-
sages by marking targets as active in its hash table-
based lookup structure. For the backpatching opti-
mization, upon processing an ACTIVATE message, the
monitor uses the associated FUP to get the PTWRITE
instruction’s program counter and then issues the
backpatch ioctl to the driver.

When processing compressed CHECK messages, our
monitor utilizes the associated FUP to locate the
PTWRITE instruction and, subsequently, the following
nopl instruction (placed there by the compiler pass).
It then extracts the 14-bit type ID from the nopl
instruction to perform the type check, effectively re-
constructing the full check information without trans-
mitting the type ID in the SDL payload.

The monitor also handles dynamic library events,
using the library handle from DLOPEN messages to
query the driver for the library’s path and base ad-
dress, then loading the corresponding typemap if avail-
able, as described earlier.

6. Security Analysis

In this section, we evaluate the security of
STREAMCFT by testing its ability to block unautho-
rized control-flow transfers. We verify STREAMCFI’s
correctness in detecting violations and also quantify
the improvement over a static CFI policy (i.e., LLVM-
CFI) by measuring the number of activated targets.

6.1. Correctness

To verify the correctness of STREAMCFI, we first
ran all SPEC CPU2017 INT benchmarks with the
ref input set and STREAMCFI enabled. All bench-
marks completed successfully without crashes, hangs,
or alerts raised by STREAMCFI’s monitor. We also
confirmed that the output matched the expected ref-
erence results, ensuring that STREAMCFI does not
interfere with normal application behavior or program
semantics. We used a patched SPEC CPU2017 [53]
that ensures compatibility with type-based CFI.

To further validate correctness, we used the
RIPE64 benchmark suite [39], which contains a wide
range of memory corruption attacks. Since STREAM-
CFI focuses on securing forward-edge control-flow
transfers, we only selected the 1,350 forward-edge at-
tack variants from the suite. We executed each at-
tack with and without STREAMCFI, and compared
results against LLVM-CFI and SIDECFI. All systems
successfully detected the attacks, hence, STREAMCFT
provides equivalent protection while logging less meta-
data and enforcing a stricter policy than SIDECFT.

6.2. Accuracy

A key goal of STREAMCFI is to reduce valid
indirect call targets, minimizing the attack surface
against control-flow hijacks. Accuracy here means how
precisely STREAMCFI determines the intended tar-
get; higher accuracy implies fewer permissible tar-
gets per call site, limiting attackers. By refining this
set at runtime based on program behavior, STREAM-
CFI dynamically filters unused address-taken func-
tions, achieving finer-grained enforcement than static
or type-based CFI. This significantly reduces the dy-
namic control-flow graph, yielding a smaller, more
defensible attack surface.

To evaluate attack surface reduction, we measured
the percentage of address-taken functions activated



during execution relative to the total identified at com-
pile time. For each SPEC CPU2017 INT benchmark
using the ref input set, we executed every input and
report the average number of activated targets across
all runs. We also report the percentage of targets
that were actually invoked during program execution,
indicating the accuracy of the system in filtering out
unused targets.

TABLE 1: Liveness of Function Targets for SPEC
CPU2017 INT Benchmarks.

Benchmark All Activated Invoked

Targets # (%) # (%)
perlbench 2056 676 (32.86%) 271 (13.20%)
gcc 9747 3209 (32.92%) 1072 (11.00%)
mct 38 2 (5.26%) 2 (5.26%)
omnetpp 2052 586 (28.55%) = 464 (22.61%)
xalancbmk 2858 438 (15.33%) 289 (10.11%)
X264 430 215 (50.00%) 125 (20.15%)
deepsjeng 104 0 (0.00%) 0 (0.00%)
leela 28 4 (14.29%) 0 (0.00%)
xz 349 52 (15.04%) 16 (4.73%)
Average % - 21.58% 10.67%

Table 1 presents the results for the SPEC CPU2017
INT benchmarks executed with the ref input set.
The activated set refers to address-taken functions
whose pointers were assigned at run time, while the
invoked set reflects those that were actually called.
Two benchmarks, deepsjeng and leela, had no in-
voked targets, with leela activating only four and
deepsjeng activating none. In general, most bench-
marks exhibit a low percentage of activated targets,
with their average at 21.58% across all benchmarks.
Some, like mcf, activate as few as 5.26% of their total
address-taken targets. On the other hand, x264 stands
out with 50% of targets activated and 29.15% invoked,
indicating a denser dynamic use of function pointers.
The geometric mean for invoked targets is 11.34%,
which is relatively close to the activation percentage.
This indicates that most activated targets are indeed
used during execution, suggesting a high level of preci-
sion in our enforcement policy. Overall, STREAMCFI
achieves a substantial reduction of the attack surface
by filtering out approximately 80% of unused address-
taken functions at runtime.

Figure 2 shows target activation over time for each
SPEC CPU2017 INT benchmark (using the longest-
running ref input; deepsjeng and leela excluded
due to no invocations). Activation is heavily front-
loaded: most targets activate within the first 10%
of execution, reflecting common patterns of initial-
izing function tables, callbacks, or vTables in early
setup phases, as also reported by Niu et al. [29].
Post-initialization, these pointers are stable with few
new activations. For instance, x264 s and gcc_s
activate nearly all targets at startup. Even xz s,
with later activations near 90% execution time, shows
only marginal changes post-initial spike. This con-
firms STREAMCFI establishes a minimal attack sur-
face early, enabling stronger, more stable CFI than
static or type-based methods.

To further quantify the precision of STREAMCFI
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Figure 2: % of activated targets over the course of
execution for SPEC CPU2017 INT.

at the granularity of individual call sites, we analyzed
the distribution of allowed targets per call site. During
compilation, we identified all indirect call sites and
their Type IDs, correlating them with the set of stati-
cally allowed targets. We then excluded call sites that
were never invoked during the execution of all inputs,
creating a worst-case per-call-site CDF where each
call site is assigned the maximum number of activated
targets observed across all inputs.

Figure 3 illustrates these CDFs for six benchmarks
(we excluded deepsjeng s and leela s as they in-
voke no indirect targets, and mcf s due to its negligi-
ble number of targets). The x-axis shows the number
of allowed targets, and the y-axis shows the cumu-
lative percentage of call sites. The gap between the
static baseline (red line) and STREAMCFI (blue line)
represents the reduction in attack surface. A curve
closer to the top-left corner indicates a stricter policy,
where a larger percentage of call sites are restricted to
fewer targets. For instance, in xz s, the static policy
allows hundreds of targets for many call sites, whereas
STREAMCFT shifts the distribution significantly to
the left, restricting the majority of call sites to a
much smaller set of activated targets. This per-call-site
analysis confirms that STREAMCFI not only reduces
the global set of active functions but also effectively
minimizes the legal targets for individual indirect calls.

In Fig. 3, x264 s constitutes an exception, show-
ing minimal divergence between the static and dy-
namic policies, because in this case we only consider
call sites that executed at least once. This indicates
that for the specific Type IDs utilized by the hot
indirect call sites in x264 s, nearly all compatible
functions are activated during execution. The unacti-
vated targets belong to other Type IDs associated with
call sites not triggered by the benchmark’s inputs.

6.2.1. Detection Latency

Due to STREAMCFI’s asynchronous monitoring, a
brief window exists between violation and termination.
We quantify this latency using a microbenchmark on
a 24-core Intel 19-13900K that timestamps messages in
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the blue line shows STREAMCFT’s reduction in allowed targets by filtering non-activated functions. A shift to

the left indicates a tighter control-flow policy.

the monitored application and in the security monitor
upon receipt. Measurements across varying message
volumes yield latencies between 1.9 and 2.4 millisec-
onds, consistent with prior work [36]. The monitor
executes in a separate privileged domain, so a com-
promised application cannot tamper with its state or
suppress an alert. Nevertheless, asynchronous enforce-
ment is not equivalent to synchronous prevention: a
violating control transfer may transiently execute for
up to 2.4ms before the application is halted. In many
realistic post-compromise scenarios [54], this window
is too short to establish durable effects, and critical
system modifications (e.g., filesystem writes or process
creation) can either be rolled back or delayed until
monitor acknowledgment. Still, this is a real limita-
tion: if an attacker already has a staged, reliable pay-
load whose effect can be completed entirely within that
window (e.g., a one-shot privilege-escalation step),
STREAMCFT may detect the violation only after the
immediate effect has occurred. Eliminating this resid-
ual gap would require fully synchronous mediation of
such operations or offloading the monitor to a more
isolated specialized coprocessor.

7. Performance Evaluation

Testbed. All experiments were conducted on a work-
station equipped with a 24-core Intel i9-13900K (5.20
GHz), 128 GB DDR4 RAM, and a Samsung SSD 980
PRO 1 TB NVMe drive, running Debian 11. We eval-
uated STREAMCFT using the integer SPEC CPU2017
benchmarks with the ref input set, compiled at -03.
Unless otherwise noted, hyper-threading was disabled
to reduce measurement variance. For fairness, we ran
STREAMCFI and wCFI under identical hardware and
software configurations. Since wCFI relies on depre-

cated LLVM 3.5 tooling and legacy libraries, we built
it on the same machine within a Docker container
running Ubuntu 14.04.2, matching the setup described
in the original paper, but executed the resulting bina-
ries directly on the host system to avoid virtualization
overhead. Additionally, we modified the 7CFI source
code to enable only forward-edge protection, excluding
its original back-edge protection mechanisms, which
are not relevant to our evaluation and would have
artificially inflated performance overhead.

7.1. Single-threaded Tasks
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Figure 4: Overhead relative to execution without CFI
for SPECspeed CPU2017 Integer under LLVM-CFI,
wCFI, and STREAMCFT.

Figure 4 shows the overhead of LLVM-CFI, nCFI,
and STREAMCFTI relative to an unprotected baseline
on SPECspeed CPU2017 Integer benchmarks, which
measure how fast single-threaded tasks complete.
wCFI performs worst, with a geometric mean overhead
of 26.67% and particularly high overhead in x264 s



(127.74%) and deepsjeng s (27.17%). This confirms
wCFTI’s inlined checks and coarse-grained sandboxing
scale poorly for modern indirect-call-heavy workloads,
despite its optimizations.

In contrast, STREAMCFI incurs 8.63% geomet-
ric mean overhead, compared to LLVM-CFI’s 3.45%.
Despite enforcing a strict policy by combining type-
based and per-input CFI, and handling both activa-
tion and invocation events through SDL, STREAM-
CFT’s overhead remains consistently low across most
benchmarks, staying at 0.31% in xz s and gcc -
s, and 1.05% in leela s. The main outliers are
perlbench s (22.43%) and omnetpp s (18.75%),
where the density of indirect control transfers amplifies
the cost of logging. These results demonstrate that
STREAMCFTI offers a strong balance between secu-
rity and performance, achieving significantly tighter
control-flow enforcement than prior work with only
modest overhead. While LLVM-CFT achieves the low-
est overhead in this experiment, it enforces only a
static type-based policy; STREAMCFI remains com-
paratively close while providing added security by
reducing the set of allowed targets at run time.
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Figure 5: Overhead impact of individual STREAM-
CFI optimizations across SPECspeed CPU2017 In-
teger. The leftmost bar shows STREAMCFI with all
optimizations enabled. Each subsequent bar removes
one optimization, isolating its cost. The rightmost bar
reflects the overhead with all optimizations disabled.

Impact of Optimizations. We also quantified the
contribution of each optimization we have introduced
by disabling them one by one, and measuring the
performance impact on the same benchmark. In or-
der, we disable backpatching, static global activations,
and 32-bit payloads for CHECK messages. Figure 5
shows that the fully optimized configuration incurs
8.63% geometric mean overhead, while selectively dis-
abling backpatching or static global activations in-
creases it to 13.89% and 14.82%, respectively. Remov-
ing the 32-bit payload compression has the largest
single impact, increasing the geometric mean over-
head to 22.81%; the effect is especially pronounced on
perlbench s (101.54%) and omnetpp s (65.59%),
where the density of indirect calls turns every extra
bus word into measurable stall time. Taken together,
these results confirm that STREAMCFT’s selective log-
ging strategy—small packets, one-off activations, and
on-demand FUP metadata—strikes the best balance
between trace richness and run-time cost. As also

observed by mCFI, repeated activations are common
enough that eliminating them provides a measur-
able benefit; in our evaluation, disabling backpatch-
ing increases geometric mean overhead from 8.63% to
13.89%.

7.2. Parallel Tasks

In this experiment, we evaluated STREAMCFTI’s
performance under severe resource contention when
executing parallel workloads. Our objective was to
saturate all available performance cores to 100% uti-
lization, thereby eliminating spare resources for the
monitor thread, which must share the same cores as
the protected application. To achieve this, we em-
ployed the SPECrate CPU2017 Integer throughput
benchmark suite, which spawns one process per avail-
able core; higher scores indicate greater throughput.
Note that SPECrate CPU2017 Integer uses different
input sets than the SPECspeed CPU2017 Integer vari-
ant evaluated in the previous section, rendering direct
performance comparisons infeasible.

We evaluated two configurations: Hyper-Threading
(HT) enabled (16 logical threads) and HT disabled (8
physical cores). Because the Intel i9-13900K features
a hybrid architecture with efficiency cores that lack
support for lossless Intel PT tracing, we restricted our
evaluation to the performance cores only. We pinned
the STREAMCFT monitor thread to the same core set
as the benchmark processes (cores 0-7 for HT-off, 0-15
for HT-on), deliberately inducing contention for CPU
cycles between the monitor and the workload it pro-
tects. We measured overhead against an unprotected
baseline compiled with LTO enabled. For comparison,
we evaluated mCFI under identical conditions. Note
that the gcc benchmark is excluded from the graph
due to a crash in the 7CFI runtime.
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Figure 6: Overhead relative to execution without CFI
on SPECrate CPU2017 Integer under CPU saturation
(HT-off vs. HT-on).

Figure 6 presents the results. Even under full core
saturation, STREAMCFI demonstrates robust perfor-
mance. With HT enabled, STREAMCFTI incurs only
6.18% geometric mean overhead, significantly outper-
forming wCFI (21.88%). Similarly, with HT disabled,
STREAMCFI maintains 5.67% geometric mean over-
head, compared to 7CFI’s 20.01%. STREAMCFI per-
forms slightly better with HT-off because Intel PT
hardware is shared between two logical threads on



the same physical core; enabling HT introduces a
small amount of contention for the trace generation
hardware itself. While 7CFI suffers severe degrada-
tion in benchmarks like 525.x264 r (135.35% over-
head with HT-off and 181.52% with HT-on) and
531.deepsjeng r (23.72% and 21.17%), STREAM-
CFI remains consistent across the suite, including
10.99% and 13.56% overhead on 525.x264 r. These
results indicate that STREAMCFI’s design remains
efficient even when the monitor must share execution
resources with the protected application.

7.3. Code Size Overhead

A key challenge in developing STREAMCFI
was mitigating binary bloat introduced by LLVM'’s
sanitizer common library. Despite STREAMCFI’s
minimal instrumentation and lightweight runtime,
early builds had a memory footprint compara-
ble to LLVM-CFI, primarily due to unused -
sanitizer symbols and implicit dependencies on
sanitizer common. To eliminate this overhead, we
compiled with -fno-sanitize-link-runtime, which
excluded the sanitizer runtime. Additionally, we re-
placed all sanitizer common utilities (e.g., Printf,
Die) with standard libc functions (fprintf, exit),
and ensured inclusion of our runtime by linking
with -Wl,--whole-archive. To avoid intercepting
dlopen/dlclose, we replaced sanitizer interceptors
with dlsym(RTLD NEXT, ...) and pthread once
for safe initialization. These changes fully decouple
STREAMCFT from sanitizer common, significantly
reducing binary size while preserving core function-
ality.
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Figure 7: Code size overhead of STREAMCFI com-
pared to LLVM-CFI and 7wCF1I.

Figure 7 reports binary size overhead relative to
an LTO baseline on SPEC CPU2017 INT. LLVM-
CFI shows significant overhead (154.35% geometric
mean), with extremes like mcf s (1730.50%) and
deepsjeng s (848.04%), largely from heavy instru-
mentation and sanitizer common linkage, promi-
nent in small binaries. For 1eela s and deepsjeng s
(no indirect calls), LLVM-CFT still adds unnecessary
instrumentation due to sanitizer common depen-
dencies, bloating the binary. In contrast, STREAM-
CFI achieves a drastically lower 2.41% geometric-
mean overhead via lean instrumentation and full san-

itizer runtime decoupling, despite building on LLVM-
CFI. STREAMCFI also outperforms 7wCFI (13.16%
geometric-mean overhead). Runtime memory over-
head is minimal since STREAMCFI maintains no data
structures within the application, instead forwarding
all metadata to the external monitor.

8. Limitations

First, our approach builds upon SIDECAR and
SIDECFI, and thus depends on LLVM and Link-
Time Optimization (LTO) to perform code instru-
mentation. This design choice implies that STREAM-
CFI requires access to source code and does not
currently support precompiled binaries or libraries.
Additionally, STREAMCFT focuses solely on securing
forward-edge indirect control transfers (ICTs) and
does not offer protection for return addresses. Never-
theless, well-established mechanisms such as shadow
stacks [55], ASLR [13], and Intel CET [51] can
complement STREAMCFI for backward-edge protec-
tion. Alternatively, a SIDECAR-based monitor like
SIDESTACK could be integrated to provide full forward
and backward-edge CFI enforcement.

A limitation of dynamic target activation is that
long-running programs might eventually activate most
address-taken functions, reducing dynamic CFI ben-
efits. Future work could augment STREAMCFT with
richer runtime information (e.g., call-stack history)
for higher precision, or investigate target deactivation
for functions unused for extended periods. Though
requiring complex dynamic analysis [56], deactivating
or isolating infrequently used/syscall-heavy functions
could yield security gains.

STREAMCFTI’s 32-bit payload optimization im-
poses a practical constraint: fitting full function ad-
dresses requires prelinking binaries/libraries into a low
memory range (sub-2GB) using libshrink. This suffices
for evaluated applications but may limit applicability
for larger ones like Chrome. Mitigation strategies in-
clude: (i) dynamic address masking, (ii) NOP-padding
functions for realignment, or (iii) collision-resistant 32-
bit function hashes. For instance, masking the lower
4 address bits (assuming 16-byte alignment) increases
the range but risks attacks on untracked bits; requiring
targets’ lower 4 bits to be zero mitigates this. Hashing,
even if collision-resistant, risks redirection to nearby
gadgets on collision. Supporting very large applica-
tions without strict prelinking is an open challenge for
future research.

9. Related Work

Early dynamic CFI approaches include PathAr-
mor [45], which compared recent branch histories from
LBR against static references. However, its precision
is limited by the short history buffer. PittyPat [46] im-
proved precision by leveraging PT’s detailed execution
tracing but incurred significant decoding overhead.
wCFI [29] introduced per-input activation of indirect
call targets, significantly reducing equivalence classes
by dynamically enabling targets only upon first assign-
ment, employing runtime backpatching for efficiency.



wCFI [47] further tightened restrictions by enforc-
ing a unique code target property through dynamic
points-to analysis integrated with PT traces, though
facing scalability challenges due to extensive trace
data. OS-CFT [25] leveraged pointer-origin tracking to
limit valid targets based on their assignment history
but had partial coverage due to its focus on explicit
assignments. ECCUT [28] addressed these limitations
by adding complete field sensitivity, accurately track-
ing function pointers within complex structures while
optimizing overhead through selective offset tracking.

MLTA [57], KELP [27], and SMLTA [26] refined
target sets by incorporating multi-layer type informa-
tion, analyzing not only function pointers but also
their enclosing composite types, significantly enhanc-
ing enforcement precision at the cost of increased
analysis complexity.

While these approaches achieve high precision,
their runtime overhead has motivated exploration of
decoupled enforcement mechanisms. Software-Driven
Logging (SDL) offers a complementary approach to
decoupled runtime enforcement. SideCar [36] lever-
aged SDL by emitting targeted PTWRITE metadata,
offloading expensive type-based CFI checks to an ex-
ternal monitor. Similarly, DTrace [34] employed an
emulated PTWRITE mechanism for fine-grained data
integrity checks. MemGaze [35] further explored SDL’s
potential by using PTWRITE to efficiently log memory
access patterns and analyze load-level data reuse, sig-
nificantly reducing overhead compared to traditional
memory tracing techniques. While these works demon-
strate SDL’s versatility, none have utilized it to imple-
ment dynamic CFI policies such as per-input CFI. In
contrast, our approach demonstrates SDL’s capability
for efficient, high-precision CFI enforcement, blend-
ing dynamic activation policies with selective, low-
overhead logging.

10. Conclusion

We presented STREAMCFI, a decoupled dynamic
CFI mechanism that combines per-input and type-
based policies using Software-Driven Logging (SDL)
and Intel PT’s PTWRITE instruction to efficiently log
function pointer activations and invocations. STREAM-
CFI enforces stricter control-flow integrity than tra-
ditional static CFI, reducing the attack surface by ap-
proximately 80% and reducing geometric-mean over-
head from 26.67% to 8.63% compared to wCFI on
SPECspeed CPU2017 Integer. Moreover, our design
dramatically lowers code size overhead to a 2.41%
geometric mean, compared to LLVM-CFI’s 154.35%
and mCFI’s 13.16%, through lean instrumentation and
decoupling from the sanitizer runtime. STREAMCFI
also remains close to LLVM-CFI, which incurs 3.45%
geometric-mean overhead, while reducing the set of
allowed targets at run time. Optimizations such as
32-bit payload compression and backpatching enable
efficient, precise enforcement without inline overhead,
as validated by RIPE64 testing. These results establish
STREAMCFT as a practical and deployable solution
that advances the state of the art in CFI enforcement
on commodity hardware.
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Appendix A.
Data Availability

The source code for STREAMCFT is publicly avail-

able at: https://github.com/kleftog/streamcfi.git


https://developer.arm.com/-/media/Arm%20Developer%20Community/PDF/Better_Trace_for_Better_Software_-_CoreSight_STM_with_LTTng_-_19th_October_2010.pdf
https://developer.arm.com/-/media/Arm%20Developer%20Community/PDF/Better_Trace_for_Better_Software_-_CoreSight_STM_with_LTTng_-_19th_October_2010.pdf
https://developer.arm.com/-/media/Arm%20Developer%20Community/PDF/Better_Trace_for_Better_Software_-_CoreSight_STM_with_LTTng_-_19th_October_2010.pdf
https://developer.arm.com/-/media/Arm%20Developer%20Community/PDF/Better_Trace_for_Better_Software_-_CoreSight_STM_with_LTTng_-_19th_October_2010.pdf
https://www.intel.com/content/www/us/en/developer/articles/technical/intel-sdm.html
https://www.intel.com/content/www/us/en/developer/articles/technical/intel-sdm.html
https://github.com/vusec/libshrink
https://github.com/vusec/libshrink
https://www.crowdstrike.com/wp-content/uploads/2024/02/crowdstrike-2024-global-threat-report-executive-summary.pdf
https://www.crowdstrike.com/wp-content/uploads/2024/02/crowdstrike-2024-global-threat-report-executive-summary.pdf
https://www.crowdstrike.com/wp-content/uploads/2024/02/crowdstrike-2024-global-threat-report-executive-summary.pdf
https://github.com/kleftog/streamcfi.git

	Introduction
	Background and Motivation
	Control-Flow Integrity
	Offloading Security Checks
	Offloading Dynamic CFI with SDL

	Threat Model
	StreamCFI
	Driver
	Compiler Pass
	Monitor
	Optimizations

	Implementation
	Security Analysis
	Correctness
	Accuracy
	Detection Latency


	Performance Evaluation
	Single-threaded Tasks
	Parallel Tasks
	Code Size Overhead

	Limitations
	Related Work
	Conclusion
	References
	Appendix A: Data Availability

